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bruta configuracion/
5% Vulnerabilidad
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Fentes avtomatizadas:

Sistema/Equipo

comprometido > 30,000 eventos por dia
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Your personal files are encrvpted
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Your personal ﬁles are encrypted

T‘Your doalments, photos, databases and other lmportant files have been encrypted wlth
_strongest encryption and unlque key, generated for this computer. 2

f'Pmatedeavpﬂonkevissmredmaseaetlntanetserverandnobodyandecwtm '
, ﬂles unﬁlyou pay and obtaln the private key.

: You oniy have 72 hour,s to submit the pavment. If you do not send money withln provided
time, all your ﬂtes will be permanently crypted and no one will be able to recover them .

.P(Qs‘\new’to vlew thellstofﬁles that have been encrypted.
Press ‘Next‘ to oonnect ‘to the secret server and-fo!loﬂ lnstructlons.

71:59:07
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can open It and use copy-paste tor address and key.
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CTB-Locker
5%

Educativo

CryptoWall 12%

9%

Teslacrypt
42%




P Howlo RESTORE _FILES.txt - Notepad
Fie [k Fomat Yew Heb
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what happened to r files ?
A1) of Husww:ro protected b

strong encryption with RSA-2048.

More in¥omut‘lon about the encrym¥m keys using RSA-2048 can be found

what does this mean ?
This means that the structure and data within your files have been irre
ft 1s the same thing as losing them forever, but with our help, you can

A uow did tMs happen ?

: start

gcch'll¥ you, on our server was generated the secret key pair RSA
1‘les wero encrypred with the public key, which has been trans
oecrypting your files s only possible with the help of the private

what do I do ? O

Alas, 1F you do not take the necessary measures for the specified time
1f you really value your data. then we 5UQgesT you do not waste valuabl
—— E 3 s

ecific instructions, please visit your personal home page, t
1. http://gfhshhf. home7dfgd. com/3FBESCLIC 668
2. hitp://Te63hfur. buwesSton2, com/3FB68C1C61A4 660
3. https://twikagthuiSojcez. onfon. to/3F868C1CE1AL46E8
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1\\5 TESLACRYPT, UN CASO DE EXITO. .. PARCIAL

! toted 20269 (toted 20

Para

1 dato adjurto (1.5 kB)

Cruarda on C

Your files are encrypted.
To get the key to decrypt files you have to pay 500 USD. If payment is not made before 02/11/15 - 07:31 the cost of decrypting
files will increase 2 times and will be 1000 USD/EUR

Prior to increasing the amount left
167h 50m 13s

Your system: Windows 7 (x84) Fiestconnect IP: 186.17.146 251 [_ Total encrypted 21218 fles

o] o | | oo e e | s

We give you the opportunity to decipher 1 file free of charge! You can make sure that the service really works and after payment for the
CryptoWall prograsm you can actually decrypt the files,

Please seiect a file to decrypt and load It to the server

Examinar... | Ningan archivo selecciona

Note: file should not be more than 512 kilobytes
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MonbiTku uabexars onnarel wrpada 6yayT Hakasawubl. BnnoTh A0 YCNOBHOIo CPOKa, No craTee 242/7




/20de834abg
d1e2b0f2855e265

32015 15808

¥ icee 2cch4

d79c5al16
b5ee880
2€30ee6é ‘
ST2980af1dd2e17 %6 38 1703a




amazoncom

and you're done’
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1\@ EXPLOIT KITS

O Conjunto de herramientas que busca explotar vulnerabilidades en la maquina

objetivo, por lo general para instalar malware, extraer informacién v otras

acciones maliciosas.

Top Exploit Kits Distribution
11

\‘ ®m Nuclear
‘ ® Angler

» Rig

» Magnitude

m Fiesta

Adobe Reader  Windows a Chrome
Exploitkits ® Neutrino




TIPO DE VULNERABILIDAD PRECIO POR EXPLOIT ZERO-DAY (8)
Desde Hasta

105
60000 250.000

4 fﬂr
o sﬁ.ﬁ-ﬁ er

Chrom
I " fatery 100.000
s 100.000

I Firefox
200.000
BO.0OO
I Windows
150.000
I Word I 50.000
120,000
I Flash o Java browser plugin I 40.000 I
B Android J 20000 50.000 [
B Mac 05X W 20.000 50.000 |

= Adobe Reader - 5000 30000 -







Programado para infectar Unicamente la planta de Natanz, Irdn

Aprovechaba 4 vulnerabilidades 0-day

Estuvo operando como minimo 5 ainos antes de ser descubierto
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Efectividad de un ataque dirigido

Simulacro de Phishing

@ Ingresd sus datos

@ Mo ingresd datos

4. Empresas g
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Your computer
m carries out the orders
attacking the target.

Criminal infects your
m computer with Malware.

ANATOMY oF A
OTNET ATTACK

ROM CRIMINAL TO TARGE

2.

Criminal sends
attack orders

Your infected computer

‘ l retrieves the orders.

\‘9

to servers.

Your Internet Service
Provider may...

= notify you if they
detect a known botnet

* block communication with
compromised servers



[ gameover /zeus
Okasidet

O ramnit

O ponmocup

B zero-access

B cutwail /pushdo
B conficker

B pykspa







December 25

Showing All Countries

Show Attacks ©)

Large & Unusua on United States

Peru, France, + 2

%

Color Attacks By N
Ching

@ Web (80/443) y ' R NG
@ DNS (53)

Other

Size (Bandwidth, in Gbps)

.Jw @ ol "“\g

Soui\-irica

Australia

Shape (source + destination)

Attack Bandwidth (All Countries), Gbps  Dates are shown in GMT Data shown represents the top ~2% of reported attacks
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~ 150.000 equipos ‘ > 1.5 Thps
Al menos 780 IPs de Paraguay




Digital Attack Map Too cally 00oS aitac d Map  Gallery = UnderstandingDDoS ~ FAQ  About EHEJED
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September 18

Showing All Countries

| gt 5 s
Show Attacks @ (aradd NO SE f Russiz

(o

Large & Unususl attzcks on Bolivie, (zach

Republic. Philippines, = 33 others
(Color Attacks By United States

8
MX EN 80 W
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@ Apphication

Size (Bandwidth, in Gbps)

Shape (source - destination)

SouthAfrica

Attack Bandwidth (All Countries), Gbps  Dates are shown in GMT Data shown represents the top ~1% of reported attacks



Digital Attack Map oo caiy 00oS attacks wo e Map - Gallery - UnderstandingDDoS - FAQ - About - EREDED

September 21

Showing All Countries

Show Attacks @ ey NO SE Russia
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\\5 MIRAI BOTNET

Ch_entry (WHEe 4D 4D KEE", "W\ AR\ AP\ xAB\ AL, B);

Ch_entry ("W a3\ xd e\ A Py A B AT, " d 3 wd B wA P\ A B AT, T
Eh_entry ("W 4Dy dDAKEE", "\WIAVIANIAN\KIANKIANKIA", B);

Ch_entry (" WS\ 4Dy 4D\ 56", "\xde\ a7\ d\ ka3 kST A EN\N 58", 5);

admin

admin admin
oot

oot deftault

Ch_entry (" WwS1AKE T WS 2\ NS 2 DA\ 5@\ 56", "\ HE1\KSTANE 2\ K52\ xADY 58\ X5
Ch_entry (WS xaDy 4D\ k56", ", 4);
Ch_entry (" Wwd 3\ xd e\ AP BhydC™, WS\ xd 3\ K51\ x5 1\ (55 A D\ K58\ wde", 4);

support support

root {none)

admin password

Fh_entry ("W Se 4D 4D K56, "AWHEe\xAD\ k4D K56, 4 ; root
Ch_entry (" \WwEexaD\xAD\xE6", "\ x13\x18\x11\x16\x17", 4);
Fh_entry (" WHETAKEL AT A HEE", "\ HETAWHSL\xAT A\ KE8", 3);
Eh_entry ("W A3 A6\ AP\ K AB AL, M, 30

Eh_entry (W Ee xdaD dADV KEE" , WS 2hW A3\ k51N K51,

oot

LUSEr

admin

Eh_entry (WEen 4D 4DV 56", "Wxl3Wx13 W13 13",

v Credenciales por defecto

v Puertos de administracién expuestos a Internet
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v Botnets de routers comprometidos mediante gusanos (self-replication)

v Vulnerabilidad CSRF y credenciales por defecto




New Android malware samples 4,250,000
(per year) (forecast)

2333 (0

1,723,265
1,548,129

1,192,035 (H12016)

3809 214327

2011 2012 2013 2014 2015 2016



MOBILE

New Mobile
Vulnerabllities

2013 2014
| 127 | 168

+32%
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OTROS RIESGOS
EN IOT

® Ataques disruptivos
® Ransomware en dispositivos
® Ataques dirigidos

® Interferencia y danos fisicos

20.8 billion’

(predicted)

Internet-connected things
20 4 Numbersin billions

(o)
Kl The insecurity of things

Medical devices. Researchers have found potentially deadly vulnerabilities in dozens of
devices such as insulin pumps and implantable defibrillators.

Smart TVs. Hundreds of millions of Intemet-connected TVs are potentially
vulnerable to click fraud, botnets, data theft and even ransomware, according
to Symantec research.

Cars. Fiat Chrysler recalled 1.4 million vehicles after researchers
demonstrated a proof-of-concept attack where they managad to
take control of the vehicle remotely. In the UK, thieves hacked
keyless entry systems to steal cars.

o Today in the USA, there are

25 connected

! 8 8 8 8 ]devices per

00 inhabitants'

6.4 billion

4 9 billion
3.9 billion ‘
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@CERTpy

»»»»»»»»»» - D A @/c ERT-Py

WwWWw.cert.gov.py

denuncias: abuse@cert.gov.py
contactos: cert@cert.gov.py



